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CIAC SUPPLEMENTAL/BID BULLETIN NO.1

CLARK
AIRPORT CORPORATION

This Supplemental/Bid Bulletin is issued to modify, amend or clarify items in the Bidding
Documents for the project: “Supply, Delivery, Installation and Configuration of Next-
Generation Firewall (NGFW)”, This shall form an integral part of the bidding documents for
the above-mentioned project.

I.  Below are the queries and/or requests for clarification raised by the prospective
bidders during the Pre-Bid Conference of the said project held on 08 November 2021
and conducted thru video conferencing via Zoom Application, as well as the
corresponding remarks or instructions made by the Bids and Awards Committee
(BAC) members and Office of Prime Responsibility (OPR):

No. Queries/Clarifications Remarks from the BAC and OPR

1. | Query and /or request for clarification
from Mr. Elmer Salcedo of 3core
Leaderstech Corporation.

There are plenty of Cyber Defense | The features required for the Cyber
Products, can you please provide | Defense Products are the following:
additional specifications/features required.
* Plug-and-Play;

e Invisible/stealth mode that do not
require Mac or IP addresses and
without changing the network of the
existing corporation; and

e Geo IP blocking.

2 | Queries and /or requests for clarification
from Mr. JC Dela Cruz of American
Technologies Inc.

As presented earlier, the Cyber Defense | The Cyber Defense Product shall be an
Products can obscure the network. May | appliance or a device.

we request for other details other than
the requirements mentioned. Considering
it as plug-and-play, in general, how will it
appear in your network? Will it be as
plug-and-play in your network? Will it be
as an appliance? Or a plug-and-play in
your PC as USB dongle?

If it is a device, I am sure there are | The basic feature required is that, there
specifications such as throughput. shall be no changes in the network from
inside. Blocking from hackers shall be
from outside.  Functionality shall be
external.

As a whole network, it must be able to | Yes,
transfer from the network to the internet. w%{-
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If it is from outside or external, can we
consider an example of let's say a Next-
Generation Fire Wall connecting to the
internet. So the LAN users or internal
users that will connect to the internet will
first pass through the NGFW, am I right?

Next is, where does the entry of the
Cyber Defense Product or where will it be
placed if it will be in the form of a
diagram? Will it be after the NGFW or
after the router?

May we know the specific features for the
filter?

So it means that this device is not Layer 3
but Layer 2, am I right?

Lastly, will the BAC issue a
Supplemental/Bid  Bulletin  regarding
today’'s discussion?

Yes.

The product or device shall be placed
before. Please refer to the diagram

below.

The features for the filter are as follows:
e  Geo Location

Blocking of Geo IP Location

Advance Threat Protection

Automatic Threat Mitigation

Ultra-Fast  In-Line Processing

Speed

No Changes to Existing Network

Infrastructure

DDOS Protection

DNS Security (Data Exfiltration)

Cyber Treat Intelligence

Threat Commander

Monitoring Utility

e Bi-Directional Deep Packet
Inspection (DPI rules up to
10,000 rules)

e IP Address Filtering up to
250,000, both IPV4 and IPV6

e Reputation Detection up to
1,500,000 domain names and
URLs

e DGA Detection supported on
DNS queries and replies

e Evidence Collection PCAP data
format

e Graphical User Interface over
encrypted link

e 8GB DDR4 Memory, 2 x 1TB
HDD, Rack 1U 380mm deep with
290W switching power supply,
100-240 Volts AC

Remote

Yes, it is Layer 2.

Yes.
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II.  Additional Documentary Requirements:

All bidders shall include supporting documents on their Statement of Compliance
(e.g. brochures and product manuals/specifications)

III.  Additional reminders and clarifications to all prospective bidders:

1. The deadline for the submission of queries and/or requests for clarification was
on November 12, 2021 (Friday).

2. The issuance of the Supplemental/Bid Bulletin is on November 15, 2021
(Monday). Said Supplemental/Bid Bulletin shall be posted at the websites of
CIAC (ciac.gov.ph) and PhilGEPS (philgeps.gov.ph) on the same day.

3. The deadline for the Submission of Bids is on November 22, 2021 (Monday).
Bids must be duly received by the CIAC Records Management Office located in
the CIAC Corporate Office Building not later than 3:00 P.m. Late bids shall
not be accepted.

4. The Opening of Bids shall be conducted at 3:15 p.m. of November 22, 2021
(Monday) at the CIAC Board Room, Corporate Office Building, Civil Aviation
Complex, Clark Freeport Zone and thru video conferencing using Zoom
Application.  Bidders can only attend the said opening of bids thru video
conferencing using Zoom Application.

5. For proper identification, bidders who will attend the said opening of bids thru
video conferencing are advised to indicate their Full Name and Company Name
as their username.

6. Bidders are required to submit one (1) original and two (2) copies of the first and
second components of its bid which shall be signed or initialed on each and every
page thereof by the duly authorized representative/s of the Bidder.

7. Prospective bidders are reminded that a suspended or blacklisted supplier,
contractor or consultant shall not be allowed to participate in all procurement
opportunities of the government for the duration of the suspension or
blacklisting, regardless of the modality of procurement employed by the
procuring entity.

8. Bid envelopes that are not properly sealed and marked, as required in the
bidding documents, shall be accepted, provided that the bidder or its duly
authorized representative shall acknowledge such condition of the bid as
submitted. The BAC shall assume no responsibility for the misplacement of
the contents of the improperly sealed or unmarked bid, or for its premature
opening.

9. Should a bidder decide not to submit a bid, said bidder should justify in writing

to the BAC the reason for the non-submission. This provision is applicable to
companies who have purchased the bidding documents for the said project.
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Pursuant to Section 69.1 of the Revised of IRR of RA No. 9184, sanctions shall be
imposed to the bidder who habitually withdraws from bidding, submits late bids
or patently insufficient bids for at least three (3) times within a year, except for a
valid reason.

10. Note: Caution to prospective bidders, should there be individuals posing in
behalf of the CIAC-BAC and TWG as agents or fixers, the same should be
reported to the CIAC-BAC immediately. This shall not be tolerated by the CIAC-
BAC. The bidding shall be conducted impartially and fairly and no favoritism shall
be extended to any prospective bidder or bidder. For as long as the same
submits complete requirements, the said bidder shall be qualified.

CIAC reserves the right to accept or reject any bids, to annul the bidding process and to
reject all bid proposals at any time prior to contract award, without thereby incurring any
liability to the affected bidder or bidders.

of all concerned.



